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Control station

IEC 60870-5-101, -103:
Serial RS232, 422, 485

IEC 60870-5 Client and Server
(Master and Slave)

For communication in accordance with IEC 60870-5-101, -103
and -10

Application areas

The remote control protocol, according to standards IEC 60870-
5-101 and IEC 60870-5-104, is widely used in power generation,
power distribution and infrastructure areas. They enable the
control and monitoring of intelligent sub-components and sub-
stations through a superordinate control center. The palette of
these sub-components ranges from circuit breakers, converters,
and energy meters to cogeneration units up to complete power
plants. The IEC60870-5-103 standard was defined especially for
communication with protective devices.

Product features

The IEC 60870-5 serviceisinstalled purely as a software component
on the controller and requires no special hardware. It uses the
serial interfaces (-101, -103) or the Ethernet ports (-104) available
on the controller. Through configuration of multiple instances,
simultaneous operation of -101, -103, and/or -104 is possible; the
function as master or slave can be selected per instance. It is
possible to connect multiple external masters by creating multiple
slave instances. Multiple redundant masters are also possible for
each instance.

Plant / field level
Process

SolutionCenter

IEC 60870-5-104: Ethernet
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Client (Master)

Each instance of the master connects automatically to the assi-
gned external slave device, sends a general interrogation and
receives the interrogated values as well as the values transmit-
ted spontaneously from the slave. These values are represen-
ted as channel values and are available to the user immedia-
tely without any additional programming effort. Values can be
sent in the direction of the command by simply writing to an
output channel. As a result, the slave can be operated as easily
as alocal I/0 module.

Event-driven reception of the slave data is possible for more
complex applications. Additional library functions are availa-
ble for special functions such as setting the time of the slave,
meter readout etc.

Automation / Networking / Telecontrol Protocol

Modulkenfiguration | Informationsobjekte | Kanle | Hilfetest|

Kanal... Name Datentyp Modus Adresse Kategorie
1 MeasurementsValid u1 s TYPLL DI
2 MeasurementValues Current L1 A F32 s TYPIE4 Al
3 M Gausental R T¥D3A.S
4 Measur Kanal andem = - —
5 Measu — - - — =
6  Measur| | Kanaleigenschaften sndern !
7 Measur|| Wshlen Sie eine vordefinierte Vorlage oder sndem Sie die Kanaleingeschaften.
8 Relayl
9 Relayl
10 RelayDd | Vorlage (optional): | -]
1L Rel3yDF Variablenname:  MeasurementValues_Current L1_A
Datentyp: B2 E
Modus: Kanahwert kann gelesen werden (r)
Kanahwert kann beschrieben werden (w)
Kanalwert ist im PLC Prozessabbild verfugbar (g)
[7] Kanalwert ist im SVI des MIO verfagbar (5]
=3 (] Motorola- auf Intel-Format konvertieren (x)
(2 FTP 3] Variablf | Adresse: TYP36-4 =5
Kategorie: Al -z

vlementan ksnnen ||
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IEC 60870-5 Client software (Master)

| -104 (TCP/IP)

-101, -103 (serial)

IEC 60870-5-101

B Software interface

Block diagram IEC 60870-5 Client
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A A A
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Server (Slave)
The information objects that the server offers in the command : i e
. ) . . . . 104 Name Typ Varic %
and monitoring direction, are linked to the controller with Jp— st 32 it it Zetmarke <33
o & dire , , _ 61t Mmoo oot | iimset ks oo = il
existing process variables, via the configuration. No change to 03 My e w M | [cVeporiemen.
004 A ———————
the programming code is necessary for this. A different data L Informationsobjekt hinzutigen @g ; "L“
. . € geben sie die Werte fir das neue Informationsobjekt an Laschen
model can also be created for different clients. 5, PR o ; ——
009 Name: 1% i
- . o e e :
To reduce the communication load, a threshold filter can be 5o Varsblznsdrese: & i
. . . . . 0013 — — — - E
enabled. Values that are outside of defined Min/Max limits oot Vi — =]
0015 |
are marked as invalid and will only be transferred again when b G R
they return to the valid range. No implementation by the user L] i
. . . . . Namensfifter: v X ©@Dec ) Hex ©Bin
is necessary for this. A monitor in the SolutionCenter shows uo 1 — = = -
the current configuration of information objects used in the et | 22 e :
server, and the value most recently transmitted to the client. el e e 8 1B
. . . o . 1¢, None - CLOSED) | b (= FrequencylnnerLimitGet |
The log-in of clients can be restricted by specifying a permitted . F| " & Fenregmetimisa 3
[ b = FrequencyMiddlelimitGet e
IP address, and the number of simultaneous client connections | vt tnescovmentses
can also be limited. Write accesses can be captured in the
security log of the controller; the user-dependent management
Yoo . P 8
of access rights is also effective for IEC 60870.
pC SolutionCent PC, Vi A
« Configuring C‘L:ﬁm:r;';;’ control || 60870 60870 60870
e Parametrizing Mg it tati t Master Master Master 5
« Monitoring onitor station etc. < S
8l |8
| | d0E
Ethernet TCP/IP 5 3
e ful
2l |5
M1 controller Ethernet ) ] @)
TCP/IP Serial COM ports =

Cor_lfiguration IEC 60870-5 Server
Object model Communication according to
Data mapping -101, -103, -104
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SVI

Software Module
PLC, C/C++

Sensor
Actuator

Block diagram IEC 60870-5 Server
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Engineering

Easy to use tools for configuration of the client and server are
available in the SolutionCenter. The master is configured like a
local I/0 module on whose channels the information objects of
the internal devices are represented in monitoring and com-
mand direction.

There is a table editor for the slave for generating the out-
wardly visible information objects. The link to the process data
takes place by selecting the corresponding SVI variables from
a variable browser. To exchange the configuration using other
tools, import and export functions of a generic CSV format are
available.

Advantage

Existing software for sequence control and regulation does
not need to be changed and will not be affected in its run-
time. Thus it can be flexibly responsive to final customer
requirements without changing the existing tested soft-
ware for control and regulation of the substation. Through
realization as a finished server with integrated update- and
threshold logic, tedious replication of the protocol functions
via limiting PLC-libraries, and the associated training efforts
in the standard, is eliminated. Engineering and testing time
can thus be reduced, and the integrated diagnostics shor-
ten the troubleshooting in the event of malfunctions during
operation.

Control room #1: 2 Master

Automation / Networking / Telecontrol Protocol

The diverse communication possibilities via field busses and
real-time Ethernet, the broad range of signal interfaces to
grid measurement, as well as powerful mass storage make
the M1 system in conjunction with the remote control pro-
tocol of the series IEC 60870-5-10x ideally suitable for use as
a control device, central control, data concentrator, datalog-
ger and gateway.

Technical data

Standard compliant implementation of IEC 60870-5-101,
-103, -104 client and server

Subsequently installable service/software solution

No changes to the application logic required

Fully configurable/no application-specific processing via
PLC libraries required

Configurator for commissioning and diagnostic monitor in
the SolutionCenter

Import/export of the slave configuration in CSV format for
exchange with other manufacturers

Reducing the amount of data via configurable threshold
filters

Number and IP addresses of authorized clients can be
limited

Logging of write accesses in the security log of the control-
ler

Easy and fast start-up including diagnosis without any
programming effort

The remote control protocol can be operated like a simple
I/0 module

SN
|~

1 computer with
1 network card with
2 IP addresses

Control room #2: 4 Master

S— 2 computer with
2 network cards each
b N

Application example of redundancy per IEC 60870-5-104

Router
Slave with
master redundancy
Router
Router
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General product features

Supported protocols

IEC60870-5-101, IEC60870-5-103, IEC60870-5-104 as client (master) or server
(slave)

Type

Licensable service for Bachmann M1 controls (software-only solution, subse-
quently installable) with configuration interface.
Requires a valid license file for operation.

Parallel operation

Simultaneous operation of client and server as well as various protocols on one
controller possible

Message types (ASDU types)

Comprehensive implementation of the essential application data units, for
example: single point information; single command; double-point informati-
on; double command; step position information; regulating step command;
measured value, normalized; time synchronization, reset (See interoperability
documents for details)

File transfer

Supported by -104 server in both directions, file pathes are configured as infor-
mation objects

Delivery form

Separately installable product (service); delivery as download

Installation

Via SolutionCenter

Licensing

Subject to individual license per CPU (regardless of number of servers, client
connections or points of information)

License protection

Hardware-dependent Software Key, can be ordered separately for server or
combination

Device

All M1 CPU families (MH200, MC200, MPC200, MX200) except ME203

System version

Msys from version 3.85, Mcore from version 3.80

General features of Client (Master)
Receipt of data in monitoring direction

- Automatic mapping of the values on input process variables without any pro-
gramming

- Display in process image for IEC61131-3 programs

- Event-driven reception in C/C++ possible

- Access to the receiving buffers also possible via function interface

Transmission of data in controller direction

- Automatic transmission by writing output process variables

- Display in process image for IEC61131-3 programs

- Function interface for special procedures such as time synchronization, multis-
tage command execution or meter readout

General features Server (Slave)
Configuration of the information objects

Configurator im SolutionCenter for generating the information objects and for
connecting to process variables. Checking for plausibility of the parameters and
suitability of the selected variable type depending on the ASDU type, storage of
the configuration as a CSV file on the controller.

Data type conversion

Automatic conversion of SVI data types to IEC data types

Query groups

Yes, information can be assigned to query groups 1 to 16 per configuration

Source time stamping

This is created automatically by the server or read from a configured process
variable.

Quality labeling

This is created automatically by the server or read from a configured process
variable.

Designation of the (COT) cause of trans-
mission

Created automatically by the server.

Cyclic transmission

Can be configured with individual cycle time per information object

Background interrogation

Can be configured with individual cycle time per server instance

4
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General features Server (Slave)

Automation / Networking / Telecontrol Protocol

Update rates

Configurable monitoring cycle for detection of spontaneous value changes.
Additional triggering possible through software. Automatic protection against
system overload. Minimum cycle limited through free capacity of the CPU.

Threshold filter

With -101 and -104 one threshold value can be configured per information
object, filtration is either absolute or integrating.

Connection monitoring

Connection status can be detected via diagnostics variables for customer
software.

Access control and logging

Limiting of the number of clients, IP address specification for client, integrati-
on with M1 Access Control: Logging of connections and write accesses

Multi-master capability

A connection to multiple masters is possible by multiple instancing. Different
object directories are possible per instance.

Configuration
Configuration interface

Integrated in Bachmann SolutionCenter

Data configuration/mapping

Storage of configuration as CSV file via configuration interface with variable
browser and consistency check

Diagnostics
Monitor for information objects

Bachmann SolutionCenter shows all information objects with the last transmit-
ted value and time stamp

Connection statistics

Connection status, connection error, number of correct/incorrect telegrams etc.
are mapped on process variables and are available for the user software, tools
and visualizations.

Error messages in plain text

Shiftable levels of logbook entries during runtime

Logging

IEC 60870-5-101

Write accesses can be logged automatically in the security log of the M1 control-
ler.

Physical interface

Serial ports of the M1 CPU or of RS204 modules in operating modes RS232,
RS422 and RS485. Parallel operation of multiple protocols on the same port is
not possible

Operating mode of the Link Layer

Either symmetric or asymmetric

Addressing Device via address of the connection layer (Link Layer) and station address
(Common Address). Information object address (IOA) either structured (28.7.16)
or flat (1836816), can be freely assigned in the configuration.

Baud rates No restriction through the IEC server

IEC 60870-5-103

Physical interface

Same as for -101

Addressing

IEC60870-5-104

Device: Common station address
Information object: Via FUN, INF or via GIN

Physical interface

Ethernet IEEE 802.3 (interfaces of the M1 CPUs and EM213") Parallel operation
with other TCP/IP based communication on the same interface is possible.

Addressing Device: Via selection of the Ethernet interface, as well as assignment of the [P
port (default 2404). I0A same as for -101
Redundancy Supports master redundancy per IEC 60870-5-104 and the Norwegian Conventi-

on. The redundant operation of the slave requires an appropriate RT license.

1) EM213 Performance values limited compared to the onboard interfaces of the CPUs
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Order codes

Item Item no. Description

IEC 60870-5-Server RT 00022127-63 License to operate the IEC60870-5 server on one controller CPU. Provides
communication over the ethernet or serial interfaces with standards-compliant
clients using the IEC60875-5-104 protocol in accordance with the compatibility
documentation.

IEC 60870-5-Download 00022127-xx Software and documentation for the IEC60870-5 server (slave) and client
(master). Enables communication according to the standards IEC60870-5-101,
-103 and -104. Without a valid Runtime License the IEC60870-5 server runs only
temporarily for 2h in demo mode.

IEC60870-5-Client RT 00024214-63 License to operate the IEC60870-5 client on one controller CPU. Provides
communication over the ethernet or serial interface with standards-compliant
servers using IEC60875-5-101, -103 and -104 protocols in accordance with the
compatibility documentation.

IEC60870-5 Server/ 00024327-63 License for the combined operation of the IEC60870-5 client and server on
Client RT one controller CPU without regard of number of connections or data points.
Provides communication over the ethernet or serial interfaces with standards-
compliant partners using the IEC60875-5-101, -103, -104 protocol in accordance
with the compatibility documentation.

IEC60870-5 Redu-Server | 00027197-63 License for the operation of the IEC60870-5 server with redundant network
RT connection on a controller CPU. Enables

communication via the Ethernet or serial interface with

standard compliant clients via IEC60870-5-101, -103 and -104

protocol in accordance with interoperability documents.

IEC60870-5 Client/Redu- | 00027198-63 License for the combined operation of the IEC60870-5 server with redundant
Server RT network connection and of the client on a controller CPU. Enables communica-
tion via the Ethernet or serial interface with standard compliant communication
partners via IEC60870-5-101, -103 and -104 protocol in accordance with interope-
rability documents.
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