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MQTT Client

Message Queuing Telemetry Transport
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MQTT is specified in ISO/IEC 20922 and offers a simple protocol for
distributed data sources. It is often selected for IoT applications
thanks to its simple and flexible use. Data packets with any
content, a size of up to 64 kB and a readable identifier (topic) can be
exchanged between distributed devices and a central broker. This
enables the distributed devices to be fully independent and only
require acommunication relation to the broker, so that very flexible
networks can be created easily.
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The MQTT client is a software module for the M1 controller that

is immediately available and does not require any additional
MQTT Broker hardware. The network connection to the external MQTT broker
is created and monitored automatically. The login at the broker
can be protected if required with a name and password, and the
user data can be encrypted if required with TLS certificates. This
also enables sensitive production data to be transferred via the
Internet.

The M1-MQTT client can be used both as a publisher as well as a
Publish + Subscribe subscriber. Publishing is the typical application for a controller, in
which the controller software collects and aggregates the already
available process data, and sends it to the broker at defined times

‘ m ﬁ (e.g. for each finished workpiece).
= In order to receive data, the client can subscribe selected topics

from the broker so that it then only receives the new data from the
other stations in which it is interested. This is stored in a receive
queue and canbefetched and processed by the controller software.

Publish

Publish

-
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’ = The structure and content of the data can be selected as required
by the user software. Both binary as well as also text-based data
such as XML or JSON can be transferred up to a maximum size of
64 kB, the content must only be understandable for publishers
and subscribers. The broker itself only observes the topics
for management purposes. The content of the message is not
important for the broker. An external MQTT broker is required for
operation. Commercial cloud suppliers are possible here. Solutions
for Windows or Linux are available for testing or local operation.

The following functions are supported:

+ Automatic connection establishment and monitoring with In PLC detection of new messages via Boolean status
automatic reconnect and resubscribe indication

Publishing of message up to 64 kB Optional communication to the broker via Websockets for
Parallel subscription of different topics asynchronous transfer in both directions

Can be used simultaneously by several software modules Simple commissioning without programming via variable
on the controller interface

Application by the user software via PLC function block
library or C/C++ header file

In C/C++ event-driven processing of incoming messages acknowledged
possible

Last Will and Testament

Persistence: Data is stored over the reboot until it is
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General product features

Delivery form

Part of the M-Base software module in the catalog of the SolutionCenter for star-
ting on the M1 controller, incl. user documentation

Interface to the controller programs

PLC program block library for IEC61331-3,
APl with header file for C/C++

Interface for testing, commissioning and
diagnostics

Variable interface

MQTT features
Supported client services

Publish and subscribe are possible simultaneously

Supported protocols

MQTT via TCP, optionally also MQTT via WebSockets

Supported MQTT standard

MQTT V3.1.1 (ISO/IEC 20922:2016) and MQTT V5.0 draft

Supported transport protocols

MQTT via TCP, optionally also MQTT via WebSockets

Maximum size of the topic

64 kB

Maximum size of the message

64 kB (possibly limited by available working memory)

Quiality of service (QoS)

QoS0 to QoS2 can be selected for each message or subscription sent

Security

Optional encryption with TLS, configurable TLS version and cipher list

IP standard for connecting to the MQTT
broker

IPv4, IPv6

Licensing
License model for Bachmann

Free when used as part of the M-Base license, no runtime license required

Contained OpenSource

Eclipse Paho

License to be used for contained Open-
Source

EPL 1.0 (no obligation to reveal sources)

System requirements
Controller hardware

All current controller CPUs of the M1 system

Hardware interfaces

Existing Ethernet port of the controller or an EM213 module

Software requirements

M-Base V4.20 or higher, VxWorks 5.5.1 and VxWorks 7
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