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Security |
System Settings Group/User Configuration
SSLTLS Settings Group-/Username Password System Rights Application Rights Level Priority | | Add User-.
Security Log 4 51 Engineer | - . .
scep BChciopy  [emsnse b [p | e
? Albert sssssss 0 0 Delete User
User Management aa Bernhard LITTITT 0x7FFFFFFFDDF3F5BF  Ox7FFFFFFFFFFFEDDA O 0
File Rights. 4 & Service m Edit User Settings [ ] 2 |
& Bob
SWVI Rights. & Alice User Settings "Service'
4 53 Operator (1 You are changing group rights.
a Frank If you press "Finish" the rights of all users in that group will be changed!
4 &3 Supervision System Rights
a Gustav MCenfig.ini read [ write
&3 Groupd Bootdevice [] write
&3 Group5 SVI Variables read write browse
&3 Groupb 170 Channels [ read [ wurite
&3 Group? Files (FTP, NFS, RFS) read [ write
& GVOUPS Censole read [] write
&3 Groupd
53 Groupl0 System Information request [7] Systernupdate (Software)
o Groupll Reboot permit [7] Firmwareupdate
P Grouglz || Runtime measurement [C] Filesystem format F—/NHEE AP
23 Groupl3 |7} Softwaremodule write User Information request aipEEsl. AFAF
53 Groupld [/] Date/Time set [T Telnet login SEAE SN LR
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Application rights
0x7FFFFFFFFFFFFFFF
Finish I [ Cancel
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Registered Users | Secure Storagei SCEP | Security Logi
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Mum... User Name Group Level Priority
g1 Albert 0 0 0
&2 Frank @ 2 0 0

d Users | Secure Storage | SCEP | Security Log |

Access Right  Client
£ false 10220014 SC
A false 10220014 5C

Tool Login time

Last access
2018-02-0517:39:31 GMT 0 Day(s) 00:00:15 -
2018-02-0517:39:28 GMT 0 Day(s) 00:00:07 -

Uptime access  Last SVl access

2018-02-0517:39:15 GMT
2018-02-0517:3%:21 GMT

)

o] Type EventID
®523 1 251
es521 1 918
@522 1 918
®53210 1 518
@53209 1 1
@5208 W1
85207 1 918
B 53206 1 1
®53204 1 2
®53205 1 2
®5202 1 918
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Event Date/Time Source UserName Group Level Client Tool Resource Value Old  Value New *
Setvalue 2018-02-0517:32:49 GMT  SV1 Albert 0 0 10220014 SC  MIO/Output false true

Copy system configuration ~ 2018-02-0517:22:56 GMT MOD  Albert 0 0 10220014 SC  fcfcO/meonfigini

Copy system configuration  2018-02-0517:22:56 GMT MOD  Frank 2 0 10220014 sC  /fcfcd/meonfigini

Copy system configuration ~ 2018-02-0517:22:53 GMT MOD  Frank 2 0 10220014 SC /cfcO/mconfig.ini I
Login 2018-02-0517:22:49 GMT  RES Frank 2 0 10220014 SC ‘
Login 2018-02-0517:22:35 GMT  RES bob [} 0 10220014 sC 5
Copy system configuration ~ 2018-02-0517:18:23 GMT MOD  Albert 0 0 10220014 SC  /fcfc/meonfig.ini ‘
Login 2018-02-0517:18:21 GMT  RES Albert 0 0 10220014 SC i
Logout 2018-01-29 09:47:51 GMT  RES Albert 0 0 10220014 SC

Logout 2018-01-29 09:47:51 GMT  RES Christoph 0 0 10220014 sC

Copy system configuration ~ 2018-01-200%:33:51 GMT MOD  Christoph 0 0 10220014 SC  /fcfcO/meonfig.ini
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B&27H: REMHEIE SolutionCenter. WebMI Pro. M1COM #1 MJCOM
B mARIEMA: OPCUA. webserver. file transfer

BB 55 =a AN P i S 38 E

M1 425 2REERT U SSL AR5 8%, wRIAZR & Fif.
ERSHFEX THUIFEFARSNEIE. XAF M1 EEFERITEN. RSMAR
SN

EIE SSLIE BRI 3

M1 454 28 45/ NENIEH 5 E MY (SCEP) , F3TF SCEP fR%53ext SSLIFBHERE
BN K o

ZEAFEANERS (MIARSE.
OPC fR%%&. FTP. NTP. SMTP...)
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1) M-Base/M-Sys/MxCCore > V3.95

A

Bachmann Electronic GmbH - 12/2022 « HI#NEEE, WABITIEM - F=R45E2 AR FHEEREIE.



Boft/ EExE

B/ BEBFE B I R R AR

R AP MR E S EZR R, £2kAEEMEANS .
B EE R IR ER G RS T AR EIE . By L i o

SHRHRP TR BTSRRI SRR L R R E.

BEEEMIEENREHE

APREZIHEAREASHEMAZEEMATIER, FERSREMXMER.
REE. AR, A, BEMAHELE S FEE S EMEHEER AR 4 ERT.
MERBLHT (fl: BEPRFERSE) , EFRILUBTEATEFS SCADA R
BEATELRE.

EXHZER5 O ER AT E AR ERERE.
SR NE I SolutionCenter BH4TERIRIEIBNE (AES128/192/256) o« BB FR#kE (CF-/

CFast) FfiEg: H IR Z R BRI R FERH o

7 1) ERNAR. BRSIEREMZEHIVERRIUABREFEH#ITIHIE.
RERE R EXMFRNBZIEF . ERMEHIIEIEF. RIVAERG. SSL/TLS AJilid opensSSL

ERMANARERF.
XETNRERT U EETHBERIRE 7 PLC FR{E RS

W BREEMERFNRETETH
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TFRINE : AES, 3DES

EXFFRINE : RSA

BHIR SHA, RIPEMD, MD5

MAC F#: CBC-MAC, HMAC

BEEEL: RSA-PSS, ECDSA

FHAEHERE: SSL/TLS (TLS 1.2, TLS 1.1, TLS 1.0,
SSL 3.0)

EPTE, HIEMm: PKS7, PKS12, x509

EHRFTHRENE

EXmEEEEARE, EERATRE. REMRIL:
IEC 62351, IEC 62443, ISA99, VDI/VDE 2182, FIPS 140, NIST 800 3|

RITH BSI, BDEW, NERC

Bz MX200 R3S EF A M1 CPU
T#PC RGSEREHES I “SolutionCenter”
BT M-Sys/MxCCore > V3.80
TRAESRE M-Base > 3.80

RENR B &7 M-Base (IZ{TANTIEAH) +

1) M-Base/M-Sys/MxCCore > V3.95
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